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Intel SGX provides strong security guarantees

…that are sometimes broken.

Enclave Security Property 
Compromised Examples

Confidentiality Page Fault Attacks1,2, Plundervolt3, Foreshadow4, SGAxe5

Integrity Plundervolt3

Attestation Plundervolt3, Foreshadow4, SGAxe5
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Motivation

What security guarantees can a vulnerable enclave provide?

What applications are suitable for such an enclave?



Recoverability and Bounded Lookback
Idea: Design SGX applications to handle compromises by bounding the attacker
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Analysis and Implementation: EnclaveDB1
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Future Work
● Implement a recoverability library for SGX

● Examine how application design influences recoverability, bounded lookback

● Generalize to other trusted hardware (AMD SEV-SNP, Intel TDX, TPMs)

Conclusion
● Identified issues with existing enclave assumptions

● Proposed new threat model, definitions for vulnerable enclaves

● Analysed EnclaveDB and prototyped recoverability


