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Introduction

Trusted Execution Environments (TEEs) such as Intel SGX aim to provide
confidentiality and integrity for programs inside the environment. However, Iin
practice vulnerabilities undermine these guarantees, and thus TEE applications
must be designed to handle a compromise. Using trace properties, this poster
proposes a new threat model and new definitions to formally model how to
design an application that can recover from and mitigate such a compromise.

Background
Most Intel SGX threat models assume that both SGX and the enclave

application are secure. However, recent vulnerabilities in SGX (Table 1) and
the possibility of bugs in the application itself undermine this assumption. As a
result, only applications that can handle such a compromise are suitable for
running in a TEE.

Attack Category Security Property Compromised SGX Keys Compromised Examples
Confidentiality Integrity Attestation EPID Key CPU Fuse Key
Page Fault
User Enclave Read @ Attacks [3, 4]
User Enclave Code Execution [ ] ] ] Plundervolt [2]
Foreshadow [1]
Enclave Read @ ® & SGAxe [5]
Enclave Code Execution ® ) ® @ Plundervolt [2]
Microcode Code Execution S & & & & ?

Table 1. Types of attacks against Intel SGX, and what security properties each attack type compromises.
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Definitions
¥, ¥ The set of all finite and infinite traces, respectively.

M. A program trace representing a single execution of a program.

[1: A set of traces representing all possible executions of a program.

P € Prop: A trace property is defined by a set of traces. A program satisfies P
if ['1 S P. Prop is the set of all trace properties.

e P € HP: A hyperproperty is defined by a set of sets of traces, describing

properties between program traces. HP is the set of all hyperproperties.

Threat Model (One-Shot Adversary)

A one-shot adversary can exploit a TEE application precisely once. We model
this by arbitrarily modifying a program trace 1 after the time of compromise.
The set of all possible compromises for a trace 11 Is defined as MUTATE(TT):

MUTATE(7) = {(m, )|t > 0,m = |mo, T1,..., Ti—1,Mi, Mit1,...]|}

For simplicity, we also assume that the attacker does not compromise the
TEE's ability to recover and perform secure remote attestation. In the case of
SGX, this means the attacker does not compromise the CPU Fuse Keys.
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(c): Recoverability and Bounded Lookback

Recoverabilit

Recoverability is a property of trace and hyperproperties. A property is
recoverable if there exists a finite sequence of actions r such that if they occur
after the time of compromise, the property still holds for the trace(s).

RECV = {II € Prop|dr € ¥ gy, Vm € II, (m, 1) € MUTATE(7) :
(rCemli+1:]=mell)}
RECV ={I1 e HP|(VII € I1 : (dr € YN, V7w € 11, (M, ?) € MUTATE(7) :
(rCgmli+1:]=I\ruU{m}eIl))))}

Bounded Lookback

Bounded lookback is a property of trace and hyperproperties. A property has
bounded lookback if there exists a finite sequence of actions b such that if they
occur before the time of compromise, the property still holds for the trace(s).

BL = {II € Prop|db € YN, Vm € II, (m, ) € MUTATE(7) :
(b CEm|:i] = m e Il)}
BL ={II €« HP|(VII € I1 : (3b € YN, V7w € II, (M, t) € MUTATE(7) :
(bCeml:i]=II\mU{m} €II)))}

Observational Determinism

Observational Determinism (OD) is a hyperproperty that ensures that for any
two traces with the same low-equivalent starting state, the entire trace is
low-equivalent®.

OD = {II € Prop|(Vm,n' € Il : 7[0] = #'[0] = 7~ ')}

We modify this hyperproperty to make it provide recoverability and bounded
lookback (RBOD). This guarantees that, for any compromise that occurs
outside the interval [ri:bj], observational determinism still holds in that interval.

RBOD = {II € Prop| (Vn,n' €Il : (V(m,i) € MUTATE(nw) :
(Vr,b Cg m,7,b Cgn' :
r; < b; /\’I“;- < b; /\ (Z <r;Vi> bj) /\m[rj] =7 7'(',[7“;.]
= mr; : bi] = 7'[r; : b])))}
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Example SGX Application: EnclaveDB

EnclaveDB is a DBMS that runs inside an SGX enclave, providing confidentiality
and integrity for stored data’. Since EnclaveDB uses a single global database
key, it is not recoverable and does not provide bounded lookback. We
implemented a small prototype extension to EnclaveDB that implements key
rotation, providing bounded lookback and recoverability. The graph below shows
the decryption latency overhead as a function of time and rotation frequency.
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Future Work

e Formally model recoverability and bounded lookback.

e Implement an SGX library that provides recoverability and bounded lookback
for cryptographic primitives.

e Prove that the SGX library is recoverable and has bounded lookback.

e Implement SGX applications that use this library and prove they are
recoverable and have bounded lookback.
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